
                 TLP GREEN 
 

© 2020 Red Sky Alliance Corporation. All rights reserved              1 

SERIAL: WR-20-058-001 

REPORT DATE: 02272020 

COUNTRY: International 

INDUSTRY: All 

Red Sky Alliance Top 5 Indicators 02 18 2020 – 02 25 2020 

Our Full Weekly Blacklists are available upon request.   

Call for weekly Blacklist formats (.csv, proofpoint, etc.)  

to help block malicious activity. 

* To obtain our full blacklists on a weekly basis, Red Sky Alliance can set up a 

subscription * service to provide you our valuable data.  With this intelligence you 
can blacklist these indicators in your network sensors and block intended threats. 

 

Top Malware Droppers from Malicious Mail Index 
 

Malware Signature Description 

Exploit.CVE-2017-11882.Gen MS Office Macro Malware 

HEUR:Exploit.MSOffice.Generic MS Office Macro Malware 

Other:Malware-gen [Trj] Generic Trojan Malware 

Script:SNH-gen [Trj] Generic Trojan Malware 

Probably W97Obfuscated Obfuscated Windows Malware 

 

Top 5 Malicious Email Senders 

Sender Subject Line Malware 

Being Sent 

Target/Recipient 

Marie Hugo 

<cfe5f853cc93f5@5230b6.
com> 

Request For 

Quotation  

Trojan:Win32/

Matta.A!cl 

798c623b05.ae, 

5230b6.com 

Form1099MISC 
<ChangeDeclaration@docu
ment-

declaration.network> 

Completely New 
Adjustments to 
Application Form 

1099, 

VBA/Agent.A01
5!tr 

redcondor.net, 
fbcw.net 

\"Juan Antonio Ros Y 

Abogados\"<marketing@t
haiorganicfood.com> 

Benachrichtigung 

uber die 
endgultige 

Auszeichnung 

Trojan.Generic

KD.42588889 

eurprd07.prod.outl

ook.com 

SHIBIN V 
<sales@adexuae.com> 

URGENT SUPPLY 
- QUOTE 2020 

AutoIt/Injector.
FCK!tr 

safeguard-
technology.com 

\"COSCO Shipping Co., 

Ltd.\" 
<57336af@6b74fbd36.cn> 

Wire Transfer for 

Jan 2020 balance 

W32/Agent.AJF

K!tr 

6b74fbd36.cn 
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Top 5 Victim Email Domains1 

Domain Being 

Targeted 

Virus Total AV 

Detections 

Malware Being Sent 

electroputere.ro 28/59 Trojan:Win32/VBObfuse.SN!MTB 

2010546c.biz 30/59 Trojan:Win32/Occamy.C 

kraeber.de 28/58 Trojan:Win32/Occamy.C 

13747f.ml 27/59 Exploit:O97M/CVE-2017-11882.AW!ctv 

naver.com 26/58 PUA:Win32/Presenoker 

 

Top 5 Threat Recon Indicators 

Root Node Count 

news-service-umstellung.xyz 92 

itcomputercr.com 71 

p2p-japan.com 67 

spandytool.com 66 

skinsponsor.xyz 58 

 

Top 5 Pastebin Posts 

Pastebin URL Title of Post Description 

http://pastebin.com/4bNr0hk7 Untitled Likely a list of proxy IP 

addresses 

http://pastebin.com/8LnfgAu4 Untitled List of foreign email 

addresses 

http://pastebin.com/9kMg3iQz Page Has Been 

Removed 

List of user credentials 

http://pastebin.com/0bKf3mqD Untitled Likely a list of proxy IP 

addresses 

http://pastebin.com/sghmdQh7 Untitled Likely a list of proxy IP 

addresses 

 

Top 5 Sinkhole IP Indicators – International 

Sinkhole IP Network Country 

175.144.46.113 Telekom Malaysia Berhad Malaysia 

197.37.131.23 Telecom Egypt Data Egypt 

189.190.154.6 DNS Uninet Mexico 

223.230.84.86 Bharti Airtel Ltd. India 

115.132.174.5 Telekom Malaysia Berhad Malaysia 

 
1 Virus Total 
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Top 5 US Sinkhole IP Indicators 

Sinkhole IP Network Country 

192.82.72.44 Univision Mongolia 

199.244.88.131 Sundance International LLC United States 

45.41.134.54 VPN Consumer Network United States 

52.90.103.137 Amazon Web Services United States 

18.212.133.154 Amazon Web Services United States 

 

Top 5 Keylogger Indicators with Context 

Keylogged FQDN Attacker Server(s) 

Yandex.com - keylogger2431@yandex.com 
- logs.inbox@yandex.com 
- ejis2016@yandex.com 

https://www.gameclub.ph/Login - steezytest@yandex.com 

Mail.gmx.com - gamesprites8@mail.com 

- dakinqbruh@mail.com 
- njandco-

compliance@consultant.com 
- rblxlogger@mail.com 
- mike.siegel@usa.com 

- bmartinsenwellpride@mail.com 

mx.mail.com - xcloudxtigerx@mail.com 

- njandco-
compliance@consultant.com 

- keylogg123@mail.com 
- gamesprites8@mail.com 

mout.gmx.com - xcloudxtigerx@mail.com 
- njandco-

compliance@consultant.com 

- yosief.beyene@mail.com 
- gamesprites8@mail.com 

 

Top Keylogger Attacker Server with Context 

Attacker Server Keylogger Description 

youusednspy@yandex.com Predator Pain v14 

steezytest@yandex.com Predator Pain v13 

njandco-compliance@consultant.com Hawkeye Keylogger 

boxlogger@yandex.com Hawkeye Keylogger 

logs.inbox@yandex.com Predator Pain v14 
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Red Sky Alliance is in New Boston, NH.  We are a Cyber Threat Analysis and 

Intelligence Service organization.  For questions, comments or assistance, please 

contact the lab directly at 1-844-492-7225, or feedback@wapacklabs.com       

mailto:feedback@wapacklabs.com

